INTRODUCTION TO CRYPTOGRAPHY

1.Théng tin vé hoc phan (General Information)

Tén hoc phan (Course name): Introduction to Cryptography
M4 hoc phan (Course code): INT1344

S6 tin chi (Number of credits): 3

Loai hoc phan (Course type): Compulsory

Hoc phan tién quyét (Prerequisites):

Hoc phan trwéc (Previous courses):

Hoc phan song hanh (Parallel courses):

CA4c yéu cau doi véi hoc phan (Course requirements):

- Lecture room: Projector, microphone and speaker.
- Laboratory: Projector, microphone and speaker, programming support tools.
Gio tin chi @6i véi cac hoat dong (Teaching and Learning hours):

- Ly thuyét (Lectures): 30h
- Bai tap (Exercises): Oh
- Bai tap lon (Projects): 8h
- Thuc hanh (Labs): 7h

- Tu hoc (Individual reading): 0Oh

Pia chi Khoa/Bd mén phu trach hec phan (Address of the Faculty/Department in charge of
the course):
- Address: Faculty of Information Technology 1 - Posts and
Telecommunications Institute of Technology, Km10, Nguyen Trai
Street, Ha Dong District, Hanoi.
- Phone number: (024) 33510432

2. Muc tiéu hoc phan (Objectives)
Vé kién thirc (Knowledge):
The aim of this course is to provide students with background information and knowledge of
cryptography, including:
- mathematical concepts in cryptography;
- commonly-used encryption algorithms;
- hash functions
- key management and distribution issues;
- applications of cryptography in practice.

K¥ nang (Skills):

The aim of this course is to equip students with skills in:
- analyzing and selecting appropriate cryptographic algorithms for real problems;
- applying suitable cryptographic techniques for information security problems in practice.

Thai dd, Chuyén cin (Attitude):
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Students must ensure the required class attendance, assigned projects & labs and self-
studying hours.

3. Tom tit ndi dung hoc phan (Description)

This course provides students with basic knowledge of cryptography, including: the roles and
the importance of cryptography, basics of applied mathematics in cryptography, common
symmetric and asymmetric encryption algorithms, hash functions, issues on management,
agreements and distribution of the keys in cryptography, and some practical applications of
encryption algorithms.

4. N§i

dung chi tiét hoc phan (Outlines)

Chapter 1 Introduction of cryptography

1.1.
1.2.
1.3.
1.4.

Basic terminology and concepts
History of cryptography
Classification of cryptography
The role of cryptography

Chapter 2 Symmetric — key encryption

2.1.
2.2.
2.3.
2.4.

2.5.
2.6.

Introduction

Mathematical aspects of symmetric — key encryption
Classical symmetric — encryption techniques
Modern symmetric — encryption techniques

2.4.1. Data Encryption Standard (DES)

2.4.2. Advanced encryption standard (AES)

2.4.3. Stream ciphers

Evaluation of symmetric — encryption algorithms
Some applications of symmetric key encryption

Chapter 3 Asymmetric — key encryption

3.1
3.2.
3.3.
3.4.
3.5.

Introduction

Mathematical aspects of asymmetric — key encryption
Some asymmetric — key encryption algorithms
Evaluation of asymmetric — encryption algorithms
Some applications of asymmetric — key encryption

Chapter 4 Hash Functions

4.1.
4.2.
4.3.
4.4.

4.5.

Introduction

Unkeyed hash functions (MDCs)
Keyed hash functions (MACSs)
Some common hash functions
4.4.1. MD5

4.4.2. SHA1

Hash Function Applications

Chapter 5 Key Management and Distribution

5.1
5.2.
5.3.
5.4.
5.5.

5.6.

Introduction

Background and basic concepts

Techniques for distributing confidential keys
Techniques for distributing public keys

Key agreement

5.5.1. Key agreement based on symmetric techniques
5.5.2. Key agreement based on asymmetric techniques
Real applications of key management and distribution.

5. Hoc liéu (Textbooks)
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5.1. Hoc liéu bat budc (Required Textbooks)

[1] William Stallings. Cryptography and Network Security. Prentice Hall. 6th Edition. 2013.

5.2. Hoc liéu tham khao (Optional Textbooks)

[2] D6 Xuan Cho. Bai giang Mat ma hoc co sd, Hoc vién Cong nghé Buu chinh vién thong.

2016.

[3] Bruce Schneier. Applied Cryptography: Protocols, Algorithms, and Source Code in C.

Wiley. 1996.

[4] Behrouz A. Forouzan. Introduction to cryptography and network security. McGraw-Hill

Higher Education. 2008.

[5] Jonathan Katz, Yehuda Lindell. Introduction to Modern Cryptography. Chapman & Hall/

CRC. 2007.

6. Phuwong phap, hinh thirc kiém tra — danh gia két qua hec tap hoc phan (Grading

Policy)
Grading method Percentage Group/Individual
- Attendance 10% Individual
- Mid-term exams 10% Individual
- Projects 20% Group or individual
- Final examination 60% Individual

Trwéong B¢ mon
(Head of Department)

Hoang Xuan Dau

Giang vién bién soan
(Lecturer)

P6 Xuan Che
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