NHAP MON TIN HQC VA AN TOAN THONG TIN
(INTRODUCTION TO INFORMATICS AND INFORMATION SECURITY)
Deé cwong chi tiet (Course Syllabus)

1. General Information

Course name: Nhép mon tin hoc va an toan thong tin (Introduction to informatics and
information security)

Course code: SEC1101 CLC

Course type: Compulsory

Number of credits: 3

2. Objectives
Knowledge:

The aim of this course is to provide students with basic knowledge of computers, networks,
basic C programming and a big picture of information security.

Skills:

On successful completion of this course a student will be able to:
- Setup and use proficiently operating systems, common computer software and
applications;
- Write, execute and debug C programs.
Attitude:

Students are required to attend the classes and complete assignments/exercises.

3. Abstracts

This course provides students with basic knowledge of computers, networks, programming
and information security. Specific topics include: basics of information and computer systems;
operating systems; common software applications; programming with C language; basic concepts
of information security; major knowledge blocks in information security; software, tools and
applications for information security; and challenges, trend and future of information security.

4. Teaching and learning methods

Lectures: 24h
Exercises: 15h
Labs: 6h

Individual reading:  Oh

5. Prerequisites:

6. Learning outcomes

After completing this course, the student is able to:



[CLO1]: Explain basic knowledge of computers, networks, basic C programming and information
security;

[CLO2]: Setup and use proficiently operating systems, common computer software and
applications;

[CLO3]: Write, execute and debug C programs.

7. Assignment criteria

Learning outcomes Assignment criteria

[CLO1]: Explain basic knowledge of computers, | Chapter 1, Chapter 2, Chapter 3,
networks, basic C programming and information security | Chapter 4, Chapter 5

[CLO2]: Setup and use proficiently operating systems, | Chapter 2,

common computer software and applications Chapter 3
[CLO3]: Write, execute and debug C programs Chapter 4
8. Outlines

Chapter 1 Basics of information and computer systems
1.1. Information and information processing
1.2. General structure of computer systems
1.3. Computer networks and the Internet

Chapter 2 Operating systems
2.1. Introduction to operating systems
2.2. Microsoft Windows operating systems
2.3. Linux and Unix operating systems
2.4. Mac OS
2.4. Mobile operating systems

Chapter 3 Common software applications
3.1. Office software
3.2. Web browsers
3.3. Programming tools
3.4. Common Internet applications

Chapter 4 Programming with C language
4.1. Introduction to programming and programming languages
4.2. Data types, operators and expressions
4.3. Control flow
4.4. Functions and program structure
4.5. Advanced data types
4.6. Input and output

Chapter 5 Introduction to information security
5.1. Basic concepts of information security
5.2. Common threats and attacks to end users
5.3. Major knowledge blocks in information security



5.4. Software, tools and applications for information security
5.5. Challenges, trend and future of information security

9. Required Textbooks

[1] V. Rajaraman. Introduction to Information Technology. PHI Learning; 3rd edition, 2018.
[2] Brian W. Kernighan, Dennis M. Ritchie. C Programming Language, 2" Edition. Pearson,
1988.

10. Suggested Textbooks

[3] June Jamrich Parsons. New Perspectives Computer Concepts Comprehensive. Cengage
Learning; 21% edition, 2022.

[4] Phan Thi Ha, Nguyén Tién Hung. Bai giang tin hoc dai cuong. Hoc vién Cong nghé BCVT,
2020.

[5] Hoang Xuan Dau, Bai giang Kién tric may tinh, Hoc vién Cong nghé Buu chinh Vién
thong, 2012. ‘ N

[6] Tu Minh Phuong, Giao trinh HE di€u hanh, Hoc vién Cong ngh¢ Buu chinh Vien thong,
2015.

[7] Hoang Xuan Déu, Gido trinh co so an toan thong tin, Hoc vién Cong ngh¢ BCVT, NXB
Thong tin & Truyén thong, 2020.

11. Schedule

Main contents Duration Specific contents
Chapter 1 4h lecture 1.1. Information and information processing
Basics of lh exercise [ 1.2. General structure of computer systems
information and 1.3. Computer networks and the Internet
computer
systems
Chapter 2 4h lecture 2.1. Introduction to operating systems
Operating lh exercise | 2.2. Microsoft Windows operating systems
systems 2.3. Linux and Unix operating systems

2.4. Mac OS
2.4. Mobile operating systems

Chapter 3 4h lecture 3.1. Office software
Common 3h exercise | 3.2. Web browsers
software 2h lab 3.3. Programming tools
applications 3.4. Common Internet applications
Chapter 4 8h lecture 4.1. Introduction to programming and programming languages
Programming 8h exercise | 4.2. Data types, operators and expressions
with C language | 4h lab 4.3. Control flow

4.4. Functions and program structure
4.5. Advanced data types




4.6. Input and output

Chapter 5
Introduction to
information

security

4h lecture
2h exercise

5.1. Basic concepts of information security

5.2. Major knowledge blocks in information security

5.3. Software, tools and applications for information security
5.4. Challenges, trend and future of information security

12. Grading Policy

Attendance:

10%

Mid-term exam/exercises:  20%

Course labs:
Final examination:

20%
50%




